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CLAIMS 

1-3 (Canceled) 

4. (Currently Amended) Tho method of claim 1 furthor comprisi B g A 
method for implementing protection swishing f or a vlrtua | n ri^ e network rom p/ising- 

establishing a working virtual private network pa th and a protection virtual 
private net work path between a first edn ft node and a second edce noris- 

switching traffic from the work ing virtual Private network path to the 
protection virtual private network path whe n detected traffic congestion in the working 
virtual private network path exceeds a predetermined threshold ; 

establishing a management channel in at least one of said working virtual 
private network paths; 

connecting said management channel between said first edge node and 
said second edge node; 

transmitting time stamps across said management channel; 
transmitting network measurement parameters across said management 

channel; and 

analyzing said time stamps and said network management parameters to 
detect failures or congestion in said working virtual private network path. 

5. (Previously Presented) The method of daim 4, wherein said time 
stamps and said network management parameters are analyzed by an algorithm in said 
first edge node. 

6. (Previously Presented) The method of claim 4, wherein said time 
stamps and said network management parameters are analyzed by an algorithm in said 
second edge node. 
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7. (Previously Presented) The method of claim 4, wherein said 
working virtual private network path has an overall capacity and said management 
channel has a utilization not exceeding approximately ten percent of said overall 
capacity. 



8. (Currently Amended) 
method for implementing protection 



establishing a working 
private network path between a first < 



Tho mothod of claim 1 furthor compriolngA , 
switching for a virtual pri vate network comprising: 



virtual private network path and a protection virtual 



virtual private network path exceeds a p redetermined threshold: and 



sending time stamps acrosis 
said protection virtual private network path 



edge node and a second edge norte; 



switching traffic from the working virtua l Private network oath to th e 



p rotection virtual private network oath when ri v eted traffic congestion in the wnrkj n q 



said working virtual private network path and 



9. (Previously Presented) The method of claim 8 further comprising; 
utilizing said time stamps for synchronizing data transmission across said 
working virtual private network path and said protection virtual private network path. 



10. (Original) The method 
utilizing said time stamps tc 
virtual private network path and said 



of claim 8 further comprising: 
enable recovery of data lost on said working 
protection virtual private network path. 



11-13 (Canceled) 



14. (Currently Amended) 



Tho apparatuc of claim 12 furthor 



eempwsmgAn apparatus for protection sw^hing of a vir tual P ny * t e network mmnrki pT 



a working virtual private n etwork oath connected between a first edne 



node and a second edoe node; 

a protection virtual privat e network path connected between the first edg e 
node and the second edge node ; 
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a congestion detector: 
a data switch^ 

wherein when data is transmit^ acrDSS t h« ^i na virtua | prix/flto 
network path, said congestion doctor is confirm m ^ 6tect tfflffin rrtn ^ inn M ^ 
working virtual private network path and said data .wit ch switch** ^ fmm 
working virtual p rivate network path to said n^tlnn ^ rtua | DnVata natwrtrtf path 
said traffi c congestion exceeds a predetermined threshold; 

a normal operation detector; and 

a second data switch, 

wherein when said normal operation detector detects a return to normal 
functioning of said working virtual private network path, said second data switch 
switches said data from said protection virtual private network path to said working 
virtual private network path. 

15. (Currently Amended) Tho apparatus of c l aim 12 furthor comprising 
An apparatus for protection switching of a virtu al private nptwprk comprising 

a workinq virtual private netw ork path connected between a first *d q «> 
node and a second edge node: 

a protection virt ual private network oath connected between the first edge 
node and the second edge node; 

a congestion detector: 
a data switch. 

wherein when data is transmitted across the working virtual private 
network path, said congestion detector is m^ , to detfint traffic congestion nn said 
working virtual private network path and said dat a switch switch** said date fmm « nM 
working virtual private network path to said protecti on virtual nriv a t 0 network nath wh»n 
said traffic congestion ev ceeds a predetermined threshold; 

a management channel in at least one of said working virtual private 
network paths; 

a plurality of time stamps transmitted across said management channel; 

and 
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a plurality of network 
management channel; 

wherein said time stamps 
analyzed to detect a failure or congestion 



measurement parameters transmitted across said 



16. (Original) The apparatus 
and said network management 
edge node. 



of claim 15, wherein said time stamps 
parameters are analyzed by an algorithm in said first 



17. (Original) The apparatus 
and said network management parameters 
edge node. 



18. (Previously Presen 
working virtual private network path has 
Is configured to limit utilization of said 
exceeding approximately ten percent of 



node and a second edoe node; 

a protection virtual private 



and said network management parameters are 
in said working virtual private network path. 



of claim 15, wherein said time stamps 
are analyzed by an algorithm in said second 



:ed) The apparatus of claim 15 wherein said 
an overall capacity, and wherein the apparatus 
management channel to an amount not 
said overall capacity. 



19. (Currently Amended) Tho apparatus of c l aim 12 furth e r 
eomprisingAn apparatus for protection switchin g of a virtual nrivate network cnmr>rism T 



a working virtual private network path connected between a first edg e 



network oath connected between the first edg e 



node and the second edoe node; 

a congestion detectnr; 
a data switch. 

wherein when data is tr ansmitted across the working virtual p rivate 



network path, said congestion detector is c onfigured to detect traffic congestion on said 
working virtual private network path and Laid data switch switches said data from said 



working virtual private network oath to sdid protection virtual private network path when 



s_ajd traffic congestion e xceeds a predetermined threshold: and 
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a plurality of time stamp? sent across said working virtual private network 
path and said protection virtual private 1 network path. 



20. (Previously Presented) The apparatus of claim 19, wherein said 
plurality of time stamps are configured! to synchronize data transmitted across said 
working virtual private network path and said protection virtual private network path. 

21 . (Original) The apparatus of claim 1 9, wherein said plurality of time 
stamps enable recovery of data lost from said working virtual private network path and 



said protection virtual private network p>th. 
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